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ABSTRACT

Isolation, redundancy and diversity are the mosielyi used strategies to address the complexity of
system to enhance reliability and safety of critmystems. That is established with the two undtate
assumptions that: (1) redundant and diverse urétalale to reduce the probability of systems failand
(2) the isolated units are completely independdatvever, it is not the real case for the complex
engineering systems. For instance oil & gas, nuead aviation, the multi-unit dependencies are &bl
affect multiple critical units/systems leading ®trimental impact. The accidents at the Fukushima
nuclear power plant highlight the need for consitien of risks from multiple nuclear reactor urits
located at a site. The licensee event report asabysSchroer [5] also indicated the significan€enuilti-
unit dependencies by reporting that 9% of failurergs involve two or more units. Therefore, the
possible unit-to-unit interactions and dependensiesild be clearly identified, modeled and accalinte
for in the safety studies. This paper seeks toldpwe hybrid approach by combining physics-based
models and supervised learning techniques to dyahé likelihood of failures due to both intrinsand
extrinsic causal dependencies. The physics-offa#épproach used in this method allows the unaweylyi
physical failure mechanisms (e.g., corrosion, faigetc.) that are induced by common root causeés an
conditions to be incorporated into the entire miodelThus the related interactions of these failure
mechanisms can be explicitly modeled to accounthferdependencies between units. With the
operational data and information of complex systemi3ynamic Bayesian Belief Network is developed
to provide predictions about the probability of maence of causal dependencies in multi-unit system
The pattern recognition techniques can be apptiédentify coupling mechanisms among units. The
proposed approach will be validated by the multisee data collected from an under-development
experiment involving redundant pumping system. &méd sensor data should be of good quality to
allow revealing the underlying failure behavior atependent failure3.his provides an understanding of
the inherent risk significance of dependencies ammaltiple units over a wide range of conditiohke
proposed approach can also work as the basisdaettability of multi-unit systems where causal
dependencies play a relevant role.

1. INTRODUCTION

Isolation, redundancy and diversity are the moslelyi used strategies to address the complexity of
system to enhance reliability and safety of critigstems. That is established with the two undtate
assumptions that: (1) redundant and diverse urgtalale to reduce the probability of systems failand
(2) the isolated units are completely independdatvever, it is not the real case for the complex
engineering systems, where dependencies betweeotigonents/units (albeit small) do exist becadise o
specific design features, operating practicestyafdture, economic considerations, and constoacti
layout [1].
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The term “dependencies” encompass all non-indeperedents, which are within the same unit
(intra-unit dependencies) as well as between (initsr-unit dependencies). Dependent failures have
been one of the most popular topics and most rextedies have only been done in context of singie u
In other words, the failures involving componemtglifferent units are not explicitly treated. Futimore,
the scopes are limited to address the simultanfailuses as the direct results of shared causeshvare
the so called Common Cause Failures (CCFs). Theatagiations among components or units are rarely
addressed. It is even worse that some failurepisréreated as CCFs once the root causes are wnkno
and/or are hard to be explicitly modeled [2]. THere, it is necessary to address the followingassu
referred as Multi-Unit Dependencies in this pagg)the causal events among components and/or units
have to be modeled; and (2) the common-cause ewvaaising multiple units need to be addressed. The
multi-unit causal dependencies appear as the mpstriant and difficult coupling mechanism and
constitute a prime topic of investigation in thaper.

In several safety-critical industries, such askojlas, nuclear, and aviation, the multi-unit
dependencies can affect multiple critical unitdfsyss, making the expected isolation, redundancjoand
diversity among units useless to cause detrimémtadct. Examples of these dependencies include,
certain initiating events simultaneously occurrimgnultiple units, a transient in one unit affectisome
or all of the other units, proximity of the unitséach other, shared structures, components $bayed
batteries and diesel generators), common operptatices, and substantial procedural and other
organizational similarities [1].

According to the International Atomic Energy Ager(t&EA) Power Reactor Information System
(PRIS) as of August 2015 [3], thirty countries vawide are operating 438 nuclear reactors for etggtr
generation and 67 new nuclear reactors are unastraation in 15 countries. All of the operating
reactors are located at 189 nuclear power sitgectigely. As shown in Figure 1, 69.8% of the whole
nuclear power sites are with 2 or more nucleartoea@nd equivalently 86.99% of the operating i@act
are located in the multi-unit sites. The two-uiiie &ccounts for 41.27% as the most popularly
implemented model worldwide, and only few sites@mestructed with 3 or 4 units, or even more than 4
units.

World Statistics of Nuclear Power Sites

M No. of Sites

M No. of Reactors

No. of Reactors Per Site

Figure 1 — World statistics of nuclear power sief August 2015 [3]

Recent studies of the Fukushima Daiichi accidemelzso underlined the urgency to consider
multi-unit dependencies through the nuclear safsqulations, which would have identified, reduced o
even eliminated the vulnerability in terms of multiit dependencies. As seen in Figure 2 [4], tlaeesb
boiling water reactors units that were extensigilynage by the Japanese earthquake and tsunarhatAt t
time, Units 1, 2, and 3 were generating electrjatyd Units 4, 5 and 6 were shut down. The earkgua
attack caused the Units 1, 2, and 3 automatichlly down, and the offsite power source to be lost.
Fortunately the backup diesel generators starteabugesigned to supply power. However, the subsgque
tsunami flooded the electrical switchgear for tiesel generators. Most AC power sources in Untts@
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died except only one air-cooled diesel generatairkbpt operating to support Unit 5 and Unit 6.éNot
that Unit 4 was out of service for maintenance alhils nuclear fuel had been moved to the spegit fu
pool. Fire/explosion did still happen to Unit 4 base of the simultaneous damages that hydrogen
escaped from Unit 3 through the shared ductwork Wit 4. It is also noted that, all the units were
exposed to damages by earthquake and tsunami gittiénits 5 and 6 are located separately from Units
1to 4.

P g
*>*Common Pool Storage

Sea Wall

) Figure 2 — Fukushima Daiichi building diagrams [4]

As a result, the Probability Risk Assessment (PBd#hmunity has been motivated to re-examine
the PRA studies on nuclear power site safety réigms all over the world. Instead of the currerfesa
regulations in context of single reactor unit, theltiple radioactive sources (i.e. reactor unigrggfuel
pool) should be integrated to the site safety raipn [1]. The United States is operating the latge
number of nuclear reactors. According to the U.BO\statistics as of August 2015 [5], there are
currently 99 licensed commercial nuclear powertaado operate in the United States. All thesetmra
units are located in 61 nuclear power sites regpygt 57.38% of which are with 2 or 3 reactor sras
shown in Figure 3. In other words, 73.74% of therafing reactors are located in the multi-unitssite

U.S. Statistics of Nuclear Power Sites

64

B No. of Site

M No. of Reactars

1 2 3
No. of Reactors Per Site

Figure 3 — U.S. statistics of nuclear power sitesfaAugust 2015 [5]

Once there is plant abnormalities, NRC required.tbensee Event Reports (LERS) to be submitted
in accordance with guidelines prescribed in 10 GBR'3. Schroer and Modarres [6] have analyzed the
LERs submitted between 2000 and 2011, and conclime@91 of 4207 total LERs affected multiple
units on a site which amounts to 9% of the totaRsEMost of these identified multi-unit LERs invivly
organizational and shared connection types of digraies. This represents a significant number of
multi-unit events involving two or more units.
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2. OBJECTIVES

This paper seeks to develop a hybrid approaaftégiate the underlying physics of failure and
their interactions, ultimately, the causal depectEnbetween the multiple units. The scope ofghjser
is mainly limited to the hardware dependencies avtiie approach is still applicable to address difie s
dependencies in terms of human, organization.attiqular, it is proposed to incorporate the unged
physical failure mechanisms (e.g. corrosion, fajgetc.) that are induced by common root causes and
conditions, so that the related interactions of¢hiailure mechanisms can be explicitly modeled to
account for the dependencies between units. Ftarios, the causal chains tied to multiple unitshzan
modeled by addressing the loads imposed by thenadtand/or external events, such as the mechanical
loads, thermal loads, etc.

All the causal-relationships are modeled usingsiabdished and promising causal-based technique:
Bayesian Belief Network (BBN) [7]. The BBNs alsdoab different information to be integrated, such as
field data, testing data, expert input, etc. Assiltated in Figure 4, events A and B are demorstras
the unit-to-unit casual and common-cause relatiesgectively. The details of BBNs modeling approach
will be discussed in the following sections. Orlee sources of dependencies among multiple units are
explicitly modeled, supervised learning technigaesadopted to quantify the likelihood of failuthse
to dependency effects. The ultimate goal of théearch is to establish an efficient techniquestionate
the conditional and marginal probability of thelde& of multi-unit system. This provides an
understanding of the inherent risk significance@bendencies among multiple units over a wide rafige
conditions.
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Figure 4 — Multi-unit dependency strategy

An experiment involving redundant pumping systemrider developed to illustrate the proposed
approach. The degradation and failure of the puan@sccelerated along with monitoring of a diveseste
of parameters such as temperature, vibration, simmpand acoustic emission whose patterns will be
used to reveal the underlying failure behavior dependent failures in the system. This informatson
also used to inform probabilistic physics of falunodel characterizing the damage of multi-uniteys.
The proposed approach can work as the basis foelilability of multi-unit systems where causal
dependencies play a relevant role.
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3. METHODOLOGY

The main task is to explicitly model the multi-ugijtstem incorporated with the unit-to-unit
dependencies, which requires the hybrid BBNs mtmeted with discrete and continuous variables. In
Section 3.1, a brief discussion of unit-to-unit elegency classification is presented. In Sectiona.2
conceptual hybrid BBN model is proposed with thremdules, and each module is further characterized
with several levels of indenture to represent aaitfiguration, failure information, and dependescie
relations. An experiment under development is desxribed in Section 3.3 as a future case study to
validate the proposed approach.

3.1 Dependencies Modeling

A few dependencies studies have been conductdtfénetht industries. For example, common
cause failure within nuclear reactor unit [8]; degent-failures in spacecraft [9]; common causeifad
of safety instrumented systems in oil and gas imgi$0]; and dependent failures in communication
networks [11]. However, these studies mainly fooashe dependencies in the context of single ani,
the failures involving components in different sréire rarely treated. Some studies have been @mopos
to deal with interdependencies among hierarchystiesns or complex networks. For instance,
interdependencies studies on critical infrastriegyi 2, 13] and failure of interdependent netw@iks.
The typical way to classify the dependent eventa@ed on whether the event is causes-oriented or
modes-oriented. Although several ways have begoogedl to categorize dependencies in the studies
above, it is necessary to develop a consistene#iuient classification to deal with dependenciés
multi-unit complex system.

Same function Same maintenance stat
Same software Same operators

Same direct [E
Same conditional TF

. ; Identical
Initiating Events . | Human
Component

Dependencies
between multiple
units

Shared

" 3 Proximity Organizational
Connection

Same support SSC Same room Same procedures
Same interface Same coupling structures Same tech specs
Same environment Same coupling mechanisms

Figure 5 — Classification of dependencies [5]

This study adopts a dependency taxonomy develop&throer and Modarres [6]. As shown in
Figure 5, the dependent events are categorizedixiategories: initiating events, shared conoasti
identical components, proximity dependencies, hudependencies, and organizational dependencies. In
this paper we divide the dependencies in two dimess Physical Dimension (Intra-Unit or Inter-Unit)
and Logical Dimension (Parametric or Causal), lmftiwhich are explained as below.

« Intra-Unit: dependent components are located ig onk unit, which is as the same as the scope
of the traditional dependencies studies in theedrdf single unit.

« Inter-Unit: dependent components are located irtipt@lunits, which represents the interactions
or dependencies among different units.
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» Parametric: dependent components are identicalg(samponents such as an MOV), which is
similar to the traditional CCFs while the scopexsended to account for the components located
in different units.

« Causal: one event causing another event that caithzs identical or dissimilar within one unit
and between units. This is the primary intereshisf paper.

_r Intra-Unit Dependencies | r Inter-Unit Dependencies |

-

!
Parametric

Causal

i

Figure 6 — Approach to integrate dependenciestidiybrid BBNs model

As shown in Figure 6, consider a two-unit systeraragxample to conceptually illustrate the

dependencies modeling, whe€d' represent thét™ Component of Unit n. Each possible dependency is
explained as following:
« Parametric and Intra-Unit: the event “A” is the igdthroot cause leading to the failure of both
Component 1 and Component 2 within Unit 1. Thithesrepresentative of traditional CCFs.
» Parametric and Inter-Unit: the event “B” causesfdileres of both Component 1 in Unit 1 and
Component 1 in Unit 2. This is one of the majoraams of multi-unit dependencies.
e Causal and Intra-Unit: the failure of Componeim 8nit 1 leads to the failure of component 4
of the same Unit 1;
e Causal and Inter-Unit: the failure of Component 2Jnit 1 leads to the failure of component 2 in
Unit 2. This is another important concern of muhit dependencies.

3.2 Hybrid Bayesian Belief Networks (BBNs) Modeling

The Bayesian Belief Network model for multi-unitpgsdencies analysis should reflect the causal
chains of dependency relations between each ush@sn in Figure 7. Each node represents a random
variable. The directed edge between nodes inditlaegrobabilistic influence. In particular, the Itiru
unit system is hierarchically modeled in the firetdule named “Multi-unit System Specifics Modulk'.
the second module “Failure Specifics Module”, thidufe information is introduced with the underkyin
physical failure modes and failure mechanisms. Tthemoot causes and surrounding environment
conditions act as the conditions that couple thistiogether, so that all the possible dependemaies
able to be established in the third module “Depanigs Specifics Module”, which produces chains of
events and transitions. For each module, therseareral levels respectively, each of which coutd &le
represented as a complex BBN model. Note that ekl be differences in the choices of levels
depending on the modeling purpose. A formal moéiéi® hybrid BBN is explained more details in the
following.

The Multi-Unit System Specifics Module is decompbse four levels to represent the state of
multi-unit system S with n units. The state of eanlft is then characterized by the required opegati
functions and the involved components.



PSAM ¥ ABRISCO

} brisco Topical Meeting M congresso 2015,

System Level: these discrete nodes representdteeat multi-unit system S, such as the number
of failed units, the number of units that not waskexpected.

Unit Level: the nodes are usually featured as discvariables to indicate whether the unit is
working as expected or ndf! means thét*unit of system S, where= 1,2 ..., n;

Function Level: the nodes represent the functiegsired for the unit to operate. The nodes can
be either discrete or continuous depending on ijectives of modeIP]"- means that thg"

function is required by th&#" unit wherej is any positive integer specified for the corresging
unit.

Component Level: these continuous nodes are wditizéndicate the states of components
exposed to typical failures. All these componestsally degrade along the lifetime. Each node in
this level can be input of one function, or mubiﬂlhnctionscl‘:,k represents thkt® component

for thejt* function of unit i.

System Level
[8]
Unit Level
worune | Wi e
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Specifics Function Level

Fj=1..]

Component Level

I [Grk=1.]

[Failure Mode Levell
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Failure
Mechanizm Level 1 1 1 n n n n
Ry g =11 %1.1,1.1] [Rl.k.l,l] T [Rik.l,q] [’_“}',1.1,1] %1.1,1.1] [Rl,k.l,l] %;,1.1,1 . 1,m,1
kg
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/ |

Iy =~ il I}
1 7 )
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Depende- Level
ncies
Specifics
Parametric
Level
Multi-Unit System  £5i0ra Specifics Causal Dependency from Causal Dependency from Commeon Cause Dependencies  Common Cause Dependencies involving
Specifics Madule Module Unit a to Unit b Component X to ¥ within Unit a involving Unit a and Unit b Components X and ¥ within Unit a

Figure 7 — Conceptual hybrid BBN model for multituslependencies

The Failure Specifics Module is supposed to cordadlithe typical failure modes and related failure

mechanisms, which are the input of the two levelbelow. This could be completed according to the
expertise, engineering experience, etc.

Failure Mode Level: these nodes represent theayfadures of interesil«"]‘:_k_m indicates thent"

failure mode of thé&® component required to enable j#& function of unit i.
Failure Mechanism Level: these nodes corresporaifatiure mode leading to the components
degradationR} ,, , means thgfailure mechanism contribute to th€¢" failure mode of the

k™" component required to act tff& function of unit i.
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The failure information above acts as the coupdiwgnts to tie to different units or components in
the Dependencies Specific Module. These dependeraitions are expressed by causal chains between
levels or within the same level. This could be agbd according to the expertise, engineering egpee,
etc. Otherwise pattern recognition techniques @agplied to identify coupling behaviors among sinit
with the operational data of some complex systems.

e Causal Level: the causal dependencies are exprbgsedirected acyclic between different
nodes in the level of failure mechanisfD%_,, represents Causal Dependency from Component
X to Y within Unit a;CD%”? means the Causal Dependency from Unit a to Unit b.

« Parametric Level: the common cause dependencieleamed as a combination of different
nodes in the level of failure mechanism with theeahared event in Parametric Level. It can be
which can be external factors such as environmstriedses or temperature, or component
internal factors related to material propertiepluysical character€CD%,, is the Common
Cause Dependencies involving Components X and Nimvitnit a;CCD*? is the Common
Cause Dependencies involving Unit a and Unit b
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Figure 8 — Two-time-slice representation of a hytiynamic BBN model (frona’to t)
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It is indeed that the dependencies are likely #nge along lifetime depending on the working
status of all the units themselves, and the sudimgrenvironmental stresses. In particular, sonies un
may work at full capacity and some others workaatipl capacity or even shut down. Even for theesam
unit, the operating status is also likely to vaeg@entially, such as electrical power output chamtyee to
the seasonal demanding. The degradation or falfuitee physical components is also able to affeet t
possible dependencies. Therefore, it is intuittvadcount for the temporal effects on the deperidenc
which can be achieved by Dynamic Bayesian Belidingeks (BBNS).
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The component variables are the main changes as isgportant components are susceptible to
the surrounding stressing variables (e.g. temperakoading imposed by other components) and degrad
over time [15]. Thus the status of componentsartain time slice depends on their status at the
previous time slice and the factors affecting tegredation processes during that transition. Asvatio
Figure 8, it is a two-time-slice representatioradfybrid Dynamic BBNs, which is essentially a
replication of the static BBN with the additionafet of temporal arcs representing the transitiodel
over time sliceg’ tot (t' < t). The role of temporal arcs, which is shown ashddsarrows, is to connect
the nodes representing the copies of the samebleaa different time slices.

3.3 Case Study

The methodology is being validated by a multipleapuexperiment located in a testing chamber
designed to accelerate the multi-unit failure duedmmon stress conditions. In particular, theee a
three identical small scale centrifugal pumps drilg electric motors. All the pumps are kept
independently re-circulating fluid and subjecthie same working conditions. The degradation and
failure of pumps are accelerated by pumping seavaatelevated temperature (60°C), and being inside
the testing chamber as shown in Figareith elevated temperature (60°C) and corrosivaditmms (salt

spray).

Figure 9 — Environmental testing chamber

With the aging of the pump, adverse events arismasequences of the interaction between the
environment and components of each pump, whicludgchmechanical (hydraulic), chemical (sea water),
and thermal (heating, thermal shock). These adwamsets can be in any form of damages or degradatio
in terms of the performance and functionality ofrms, such as decreasing flow, decreasing pressure,
abnormal vibration, etc. An advanced sensing syseiesigned and underway to monitor the overall
health and condition of the pump. Whenever theamimcipient failure of components initiates and
propagates, the physical properties and dynamiaviehof this component are changed to affect the
overall system performance. In this experimenthhdbration and acoustic emission monitoring are
employed to monitor the dynamic changes. By cowtiisumonitoring the dynamic behavior of the pump,
any anomalies of the pump can be detected andenahie to identify the particular causes. Furtheemo
the key performance indicators are carefully setbtd ascertain pump operational health [16]. The
measurement of quantities include: temperaturesspre, flow rate, and power consumption. A toroidal
conductivity sensor is also used to monitor thenglea of the conductivity of process fluid to addrise
corrosion of pumps.
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These three pumps have common-cause dependemzieglgy share common inter-
environmental factors (i.e. salt spray, heatingQ&C, relative humidity) and intra-environmentaittars
(i.e. heating at 60°C, seawater). The causal cglatamong units are unknown yet and will be idextif
by extracting the features of the data collectechfthe advanced sensing system. As discussed in th
previous section, it is required to develop modi@ghe failure mechanisms and interactions to iz
the pump-to-pump dependencies. Thus it is necessanyderstand the centrifugal pump’s primary
components, failure modes, and failure mechanidms18]. The first step is to define the failuresath
pump and the system boundary, which haven't beeiteeé yet since the behavior of pump is not clear i
the actual tests. The general definition of failooeld be that the capacity of pump output fallotvea
specified threshold. As shown in Figure 10, therifigal pump can be divided to four sub-systems:
hydraulic system, sealing system, power end systachglectrical motor system [18]. The main
components and failure modes for each sub-systarbeaummarized in the Table 1.

Table 1 — Main components and failure modes fosthe Systems of a centrifugal pump [18]

Sub-Systems Components Failure Modes
Hydraulic system Impellel Wornimpelle
Casin( Ruptured casir
Sealing systel Mechanical se. Seal leakac
Power end system Pumpshafi Broken sha
Pumpbearing: Worn/brokenbearing
Motor shaft Broken sha
Motor bearing: Worn/brokenbearing
Electrical motor system Cooling far Cooling fan failur
Circuit breakel Circuit breaker failur
Stato Windinginsulation failur
Rotol Broken ba

The most critical failure modes will be modeled duadle to be selected based on the actual test
results. Although it is possible to get informatimm pump failures from the obtained sensor daga, th
analysis is still difficult due to the limited bodary of the failure investigation. Therefore, oteeurces
are necessary to complement the analysis, suckpast @licitation, visual inspection, etc. For dtation
purpose as seen in Figure 11, the failure of eacpps defined as the capacity fall below the idezh
threshold, and the critical failure modes are agslias following:

* Ruptured casing;
« Damaged impeller;
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» Seal leakage;
* Broken pump bearings;
¢ Fracture of motor shaft.

With carefully running the tests, collected sergatia should be of good quality to diagnose the
failure mechanisms, which allows us to implemertgoa recognition to reveal the underlying failure
behavior and dependent failures in the system. Elxact features and establish the relations biwe
these features and possible damages.
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Source Source
Power Source Power
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Flectric " searin o N T Seal Electric N ) ga
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Figure 11 — lllustration of the hybrid BBN modeltbe redundant pumping System

4. CONCLUSIONS

In this paper, a hybrid approach was proposedntbate physics-based models and supervised learning
techniques to quantify the likelihood of failuragedto unit-to-unit causal dependencies. This caussed
approach allows the underlying physical failure hatdsms (e.g. corrosion, fatigue, etc.) induced by
common root causes and conditions to be incorpabiiate the entire modeling. With the operationakda
and information of complex systems, a Dynamic BBNéveloped to provide estimation of the
probability of occurrence of causal dependenciemditi-unit systems. The proposed approach will be
validated by the multi-sensor data collected franegperiment underway involving redundant pumping
system, degradation and failure of which are acatdd along with monitoring of a diverse set of
parameters such as temperature, vibration, corrpaitd acoustic emission whose patterns will bd use
to reveal the underlying failure behavior and deleen failures in the system. Collected sensor data



Porisco PSAD ASRISCO

should be of good quality so that the pattern ratmm techniques can be applied to identify cougpli
mechanisms among units. This information is algmlue inform probabilistic physics of failure model
characterizing the damage of multi-unit systems pitoposed approach can also work as the basis for
the reliability of multi-unit systems where caudapendencies play a relevant role.
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