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Abstract

When put into perspective, industrial automatioa relatively new engineering discipline. Partily in
the long pipeline projects, in which industrial @uiation usually amounts for about four percenthef total
budget, it is often neglected proper managemerthfosolutions created and delivered by automataivities.
Automation intelligent equipment often demandsettight configuration files that evolve as the projeatures
or the operational demands are altered. Additipn#the personnel that work with automation arealisu
composed of specialists trained for specific eqapntonfiguration.

Thus such knowledge ends up restricted to thatlsgmalip of people and out of reach of the manageria
staff. Nevertheless, the lack of management abraation production leads to risks that are inhetenthe
activity and often neglected. Furthermore, asal@mation implanted for a given project itself eleps into a
long term managerial problem (maintenance), it deexdmore specific risks that go beyond the coottn
period. It is then reasonable to conclude thathaagement of automation solutions is criticajuarantee and
increase the project lifespan and making it anegasistem to maintain.

Throughout this article it is assessed which ang boch automation management risks impact on long
pipeline engineering projects and regular operatioA risk analysis of the activity was performedorder to
determine and classify the risks and develop ailplessesponse plan. Furthermore, a managerial isolut
applied in a Brazilian pipeline company is studibcbugh the use of structured and non-structureshirews
answered by the system users, managers and dengelope

The authors perceived that it is possible to sugspce at least attenuate most of the risks detedrioy
taking simple managerial actions such as a moteatesoftware versioning control such as it wasi@dn the
Brazilian pipeline company case-study. That brithgsnecessary professionals to a more integrategpghat
can consciously choose to avoid, mitigate, accepbasfer each risk.

1. Introduction

Engineer teams often tend to assess thoroughlgdtigties that are most important in terms of bedlg
allocation. In this scenario, industrial automatis often neglected as it usually amounts for alfmur percent
of the total budged for a new engineering projeckmong industrial automation activities, one that i
particularly neglected is the management of indeisdiutomation configuration files and documents.

Automation intelligent equipment often demandsediéht configuration files that evolve as the prbjec
matures or the operational demands are alteredditibually, the personnel that work with automatiare
usually composed of specialists trained for spea@fjuipment configuration. Thus, such knowledgdseup
restricted to that small group of people and outezfch of the managerial staff. Nevertheless,ldok of
management of automation production leads to rthk$ are inherent to the activity and often negléct
Furthermore, as the automation implanted for argipeoject itself develops into a long term manageri
problem (maintenance). It leads to more specifksithat go beyond the construction period.

In the early years of Information Technology ITet was alittle need perceived of investment in
automated code management in relation to compuftvare development. As early software systems were
developed, documentation and control of the "cursersion” was most often accomplished as a defact
manual configuration management [1]. Neverthelessthe size and complexity of software development
increased in recent years it is not uncommon td farge projects with million of lines and sevehaindred
software engineers involved. Companies cross dnees introduced by distance, cultural differeraed time
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zones looking for the most skilled personnel andtneost-effective solutions [2]. This activity, thvimore than
one developer working on the same files concuryesttermed parallel development and demands mare ¢
with versioning of files. The challenge in manapsoftware development is scaling the change psogpgo
large numbers of possibly geographically-distridutsoftware developers without sacrificing quality o
introducing undue overhead [3]. In order to manageh project, some sort of revision control sysiem
necessary [4]. Versioning files and managing nicalifons has become an end in itself since duriogtrof a
system lifecycle engineers have to deal with a gigwmumber of versions of a single component, anebuild
the complete system in different ways [5].

Industrial Automation has not accompanied the lbgweent rate of IT, but nevertheless is experiamcin
a more accentuated growth in both size and contglexrecent years. The difference from IT is fimality of
the configuration files. While in IT plain textgmrams are stored and controlled, industrial autemananages
the versions of configuration files for Programngahbgic Controllers PLCs, Digital Relays, Commuiima
Cards, Intelligent Actuators or any other equipmeith built-in configurable intelligence. In largedustries,
developers are often located at several geogrdphdiatributed sites each having automation elets¢mat are
becoming highly configurable. It is then not sgarthat industrial automation professionals turfirtin search
of tools for controlling this new scenario thatpiesenting itself. Several papers have analyzedy the IT
point of view, the problem of working with sevedgvelopers in different geographical locations, chére
fully applicable to industrial automation. As areexple, CARMEL and AGARWAL [6] studied how the effec
of geographical distance and consequently cultdisdrepancies could affect production and propasdew
tactics to overcome them.

2. Objetive

Throughout this paper the authors aim to deterntieerisks involved in managing industrial automatio
files in the pipeline industry as well as the nekdetions to apply the avoid, mitigate, transfed atcept
strategies. As a further development, the authssgss the response given by PETROBRAS Transp@tte S
TRANSPETRO to such risks associated software maneageactivities.

3. Materials and methods

For the development of the current text, a grougrajineers were assembled. This team was made
responsible for the risk analysis of the industaatomation software management and was compoisétk
following professionals:

1. Automation specialist - Mechatronic Engineer — PEBRAS Transporte S/A — Sao Paulo
2. Automation specialist — Electric Engineer — PETR@BRTransporte S/A — Sao Paulo
3. Management specialist — Civil Engineer — PETROBRA&sporte S/A — Sdo Paulo

The risk analysis team visited most of the areaitalked to several professionals in order to astes
problems inherent to industrial automation. Onoengleted this series of unstructured interviewsyrvey was
elaborated in order to validate the risk analygith the results of the survey, the same team gineers
performed a detailed analysis in order to assessthe response actions impacted the industrialraation
activities.
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4. Results

4.1 Risk analysis — PETROBRAS Transporte S/A - TRANSHED

The first step in solving a problem is to acknowgedhe existence of the problem and measure itadtap
on production. Software management is often seem secondary need when compared to more money/time
demanding activities. Moreover, as this activityperformed by technicians and engineers with §pédining,
it becomes a niche inside the company that oussidarely interfere. The problem resides in briggin
management concepts to the programming staff thaemglly has a more result oriented posture andado
perceive management as a problem nor is willinglggply those concepts to their activities.

Through the experience and past results of PETRCBRmansporte S/A — Sdo Paulo, the management
personnel detect that industrial automation isctiffely impacting on its projects and activitieSherefore the
authors were involved, along with some of the camyfown automation staff, to assess and map thtagm.

In order to achieve the desired results, a lifexyobdel was developed in order to assess whatdfind
risks each step of an industrial automation prageetrelevant and effectively important (Fig. 1).

Software Development :> Software Modification
Software Maintenance/ManagemeT(,‘:I Software testing

Figurel- Software development lifecy«

In Figure 1 it was detected that software manageérmeludes four main groups as far as industrial
automation is concerned: a development group ithvhew software is created; a modification groupvivich
existing software is altered either receiving neatfires or removing old ones; a testing group irchvthe
alterations are tested before being handed to thimtemance crew and a management group in which the
everyday maintenance activities are contained hedrtanaging of new software projects. It can begdeed
that the Software Development, Modification andtibgs experience very similar risks from the softevar
management point of view. In Table 1 it can benseesummary of such risks as determined by theysisal

group.

Table 1 - Software development risks

Risk Cause Rate Impact Response
Delay/Failure tc Difficulties in determininthe Very  Ver
comply with the last official version of a given highy higg Automated versioning system

timeframe program

Programming crew be

management in divulging the  Very Very
current files for all people high  high
involved

Provide technician to accompany all
activities related to software
development

Allocate experienced automation
Very Very  professionals in managing crews
high  high when the cost prediction and

timeframe are determined

New software based on non-
current versions of existing
programs
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Risk Cause Rate Impact Response
Files not made available b Allocate experienced automati
svstem managers due to{)ad High Very  professionals in managing crews for
nz/ana in 9 9 high correctly determining the need
ging activities
Technlman responsible for the . Plan and update costs and deadlines
equipment employment Low High as the proiect advances
terminated pro)
Files not madavailable by
. Very
system managers due to High hiah
production reasons 9
More than one crew working ¢ Ver
the same equipment at the sameHigh hi y
. : igh
time without control
Resources such as trair
personnel, computers and Low Very
configuration programs not high
available
Rework Fallu_re to share nesoftware High High Automated versioning system
solutions
Provide a technicial to accompan
Lack of software standards High High all activities related to software
development
Eg Luéz;[gsdgﬁlgr? St%févgr;n an Provide password protection and
ersonnel as we?l as the pany High High  cryptography to automation files
b need by outsourced companies
outsourced crew
Failure to register off schedu . Very
. X High .
interventions high
Technicianresponsibl for the
. Very
equipment employment Low hiah
terminated 9
Files not madavailable by
. Very
system managers due to bad High hiah
managing 9
Outsourcing without the prop Low Very
accompaniment high
More than one crew workil on Ver
the same equipment at the sameHigh hi ﬁ/
time without control 9
. . Uncontrolled use cstandardize
Unintentional blocks of software both by in- Ver
technology Y High Y Automated versioning system
) company and outsourced low
transferring
employees
Uncontrolled access | Provide password protection a
outsourced personnel to the High Low cryptography to automation files
company’s software repositories need by outsourced companies
Failure in managing Failure to register when HSE Very Provide a technician to accompany

HSE software

features are removed from the High

high

all activities related to software
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Risk Cause Rate Impact Response
related iten software developmer

Failure to keep the history

Provide specific traininto the

changes made to the automatiorHigh L/ierﬁ/ professionals involved both
files 9 outsourced and in-company.
Outsourcing without the prop L Very
) ow .
accompaniment high
. . . Very
Inadequate plan of interventions H'grhigh

Obviously, not all risks listed are present in [Eab, but one can get a general idea especialtheas
response actions are grouped in very few diffeaetitities. In Table 2 it can be observed a fewhefrisks and
the correspondent assessment for the managemess. pha

Table 2 - Management Risks

Risk Cause Rate Impact Response
The company’s softwa
Failure to comply with standards are not properly Very . -
the budged divulged among the high High Automated versioning system
workforce
. o Allocate experienced automation
Workforce is not familiar i . X
. Very . professionals in managing crews
with ready-to-use code . High o
. high when the cost prediction and
available ) .
timeframe are determined
- , Allocate experienced automation
Planners are not familiar with i : ;
i . Very professionals in managing crews for
the complexity of the High . -
. high  correctly determining the necessary
company’s current programs o
activities
Lack of exerienced . Plan and update costs and deadlines as
Low High .
programmers the project advances
The company’s softwa
Failure to comply with standards are not properly Very Very .
project deadlines divulged among the high  high Automated versioning system
workforce
. o Allocate experienced automation
Workforce is not familiar i . .
. Very Very professionals in managing crews
with ready-to-use code . ) .
. high  high when the cost prediction and
available . .
timeframe are determined
- . Allocate experienced automation
Planners are not familiar with ; : :
i . Very professionals in managing crews for
the complexity of the High ) -
. high  correctly determining the necessary
company’s current programs o
activities
. Provide specific training to tf
Lack of exerienced Low Vgry professionals involved both
programmers high

outsourced and in-company.
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Risk Cause Rate Impact Response
Failure to register the Lack of management of . Very I
history of modification digital files High high Automated versioning system
Management responsibility Allocate experienced automation
shared among more than one\n/.ery High professionals in managing Crews
team igh when the cost prediction and
timeframe are determined
Allocate experienced automation
. Very professionals in managing crews for
Management server failure Low . L
high  correctly determining the necessary
activities
Corporative network failure  Low ng
Use of volatile repositorie ~ Very Low
such as pen-drives and emailsigh
Automated backt-up systen High  Hiah
failure or non-existent 9 9
Management staff ne«- Hiah  High
existent 9 9
Management respoible not High Very
appointed 9 high
Failure to describe the
activities needed Lack of exerienced Low Very Automated versioning svstem
through the contracting programmers high 9sy
phase
The company’s softwa Provide technician to accompany all
standards are not properly Very . L
. . High activities related to software
divulged among the high develooment
workforce b
Workforce is not familiar Allocate experienced automation
. Very . professionals in managing crews
with ready-to-use code . High o
available high v_vhen the cost predlctl'on and
timeframe are determined
Planners are not familiar with Allocate experienced automation
. . Very professionals in managing crews for
the complexity of the High ) -
. high  correctly determining the necessary
company’s current programs activities
History of modifications is Hiah Very
not efficiently divulged 9 high

Unintentional
transferring of
technology

Uncontrolled use ¢
standardized blocks of
software both by in-company
and outsourced employees

Automated versioning system
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Risk Cause Rate Impact Response

Establish procedures to handle
outsourced software development and
protect the company’s intellectual
property when transferring automation
files.

Provide passworprotection anc
cryptography to automation files need
by outsourced companies

Uncontrolled access of
outsourced personnel to the
company’s software
repositories

It is important to note that, although the taldlesnd 2 do not present the complete set of riststified,
they can lead us to one interesting fact. No matteat are the risks involved, the response actiars be
always grouped in:

1. Automated versioning system;

2. Providetechnicial to accompany all activities related to softw
development;

3. Establish procedures to handle outsourced softderelopment and protect
the company’s intellectual property when trangfgrautomation files;

4. Provide password protection and cryptography toraation files need by
outsourced companies;

5. Provide specific training to the professionals imed both outsourced and in-
company;

6. Allocate experienced automation professionals inaging crews when the
cost prediction and timeframe are determined;

7. Allocate experienced automation professionals inagang crews for
correctly determining the necessary activities;

8. Plan and update costs and deadlines as the panjeahces;

Furthermore, one more aspect that can be percevbet the first set of actions, to create anéhtam
an Automated Versioning System appears as a pessifthonse action to all risks listed.

4.2 Case study — PETROBRAS Transporte S/A - TRANSPETRS2e Paulo

After completing the first task and elaboratingc@mplete risk analysis of the industrial automation
software activity, the next logical step taken waserify, in a company, how the risks listed aezgeived and
treated. Therefore, in order to assess the valfitye risk analysis and the efficiency of somehaf response
actions taken by PETROBRAS Transporte S/A - TRANBRE- Séo Paulo, the authors conduct both a
structured survey among industrial automation msifnals and un-structured interviews with a fewthaf
system maintainers. The survey comprised of psajaals involving the industrial automation stafftfo from
the maintenance and engineering sectors. As aquoeace, a small but representative quantity gfordents
was obtained. The first step of the research washaracterize the respondents (Table 3 and 4ydardo
secure representativeness.

Table 3 - Respondent field distribution

Field Answer Qty.
Industrial Automation 66,7% 6
Maintenance 222% 2
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Operation 0,0% O
Engineering 11,1% 1

Table 4 - Respondent level of education

L evel of education Answer Qty
Engineer 556% 5
Technician 33,3% 3
Other 11,1% 1

It is important to note that, because of the camfmculture, the company’s employees understaatd th
when they declare that they work with Industrialtdmation, it means that they are responsible batlprfoject
development and field implantation. The survey & successful in securing only industrial autbona
personnel were taken as respondents. The nexiansesvere aimed in verifying how the group pereeiisks
and if the solutions proposed in the study aréni@ With the thoughts of the people involved witlk fctivities.

Table 5 - Perception of risks and response actions

Question Option Answer Qty

The accompaniement of a company’s trained indu Strongly agree 77.8% 7

professional of field Wo_rk_ i_s important to a heglth Agree 22206 2

development of the activities? Neutral 0.0% 0

Disagree 0,0% O

Strongly disagree 0,0% O

Failure to correctly estimate the activities cosd deadline:  Strongly agree 100,0% 9

is a cause of problems during the execution ofraatmn Agree 00% 0
activities?

Neutral 00% O

Disagree 0,0% O

Strongly disagree 0,0% 0

The engineers and technicians responsabile tdaberation Strongly agree 22.2% 2

of contracts lack the proper indus_trial automaknowledge Agree 333% 3

resulting in later problems in the field? Neutral 44.4% 4

Disagree 0,0% O

Strongly disagree 0,0% O

Off—s_chedule demands are among the most stressfuly  Strongly agree 66,7% 6

that is performed by the industrial automation peet? Agree 333% 3

Neutral 0,0 O

Disagree 0,0% O

Strongly disagree 0,0% 0

The table 5 demonstrates that the risk analysishgrent with the perception of the industriabawation
personnel. Among the results is important to pgeecthat off-schedule demands is the most stressftivity
performed with 66,67% of the respondents stronghgaing with the affirmation. The other 33,33%0adgree
with the affirmation, although not strongly. Thistuation led to efforts towards the implantatioh am
automated versioning system [7]. This informatémsociated to the fact that was clear in the nigtyais that
an automated versioning system would help avoidhibigate every kind of risk. The same group of pgeop
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responded the questions on Table 6 aiming a measthie importance of this automated versioningesyst
perceived in values.

Table 6 - Automated versioning system

Question Option Answer Qty
Do you consider that a automated version systeredessaryYes 100,0% 9
control the production of files and their mainteceh No 0,0% O
The lack of a automated versioning system is onbe
causes of rework? Strongly agree 77.8% 7
Agree 22,2% 2
Neutral 0,00 O
Disagree 0,0% O
Strongly disagree 0,0% 0
What is the importance ycperceive regarding maintenin¢  Extreme importance 22.2% 2
accurate history of digital industrial automatided?
Very important 778% 7
Important 0,0 O
Somewhat important 0,0% O
Not at all important 0,00 O
Communication among the differegroups of industril Strongly agree 88,9% 8
automation engirjeers and technicians aids in théyation Agree 11,1% 1
of software solutions Neutral 0.0% 0
Disagree 0,0% O
Strongly disagree 0,0% O
Communication among the different groupsndustrid Strongly agree 100,0% 9
automation engi_n_e_ers and technicians aids to irertiee Agree 0,0% 0
safety of the facilities Neutral 0.0% 0
Disagree 0,000 O
Strongly disagree 0,0% 0

From the results shown on Table 6, it is clear #raautomated versioning system is something dkbiyethe
industrial automation personnel. As such versigriystem, called GIT-TRANSPETRO was implemented in
2013 [7], its impact is measured in the questi@sent on Table 7 and 8.

Table 7 - Perception before GIT-TRANSPETRO
BeforeGIT - TRANSPETRO

Question

very good good avarage poor very poor
App||cat|0n control 0,0% 0,0 22,2% 77,8% 0,0%
App||cat|0n access 0,0% 0,0% 44,4% 44,4% 11,1%
Reliabitly of the informatio 0,04 0,04 66,7% 222%  11,1%
History registering 0,0% 0,0 33,3% 33,3% 33,3%
History access 0,0 0,0 33,3% 33,3%  33,3%
File modification registering 0,04 0,04 33,3% 33,3%  33,3%

Safety level 0,0% 0,0% 33,3% 444%  11,1%
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Information Securety O,OOA 11,1(% 22,2(% 55,6(% 22,2%
Overall impression of the software manager 0,0% 0,0 44,4% 33,3% 22,2%

Table 8 — Perception after GIT-TRANSPETRO
After GIT - TRANSPETRO

Question

very good good avarage poor very poor
Application control 77,8% 22,2% 0,04 0,0% 0,0%
Application access 66,7% 33,3% 0,0% 0,0% 0,0%
Reliabitly of the information 55,6% 44,4%  0,0% 0,0% 0,0%
History registering 44,4% 55,6%  0,0% 0,0% 0,0%
History access 44.4% 44,4% 11,1% 0,0% 0,0%
File modification registering 55,6% 44,4%  0,0% 0,0% 0,0%
Safety level 55,6% 44,4%  0,0% 0,0% 0,0%
Information securety 44.4% 22,2% 33,3% 0,0% 0,0%

Overall impression of the software manager 66,7% 33,3% 0,0% 0,0% 0,0%

As expected, one can perceive (Tables 7 and 8)tklatimplantation of the automated versioning syste
increased several areas of the industrial automégiovironment”.

5. Conclusions

Throughout this article, it was successefully egghbd a coherent lifecycle system to model the
management of industrial automation software deraknt. Furthermore, the lifecycle was developed &
full risk analysis which is useful as a guide tompanies interested in providing treatment to indaist
automation software related risks.

The risk analysis results were put to the proadulgh the means of a survey among industrial auiomat
professionals of a Brazilian pipeline company, PEDBRAS Transporte S/A — TRANSPETRO. The results of
the survey indicate that the risk listed on thé @malysis is coherent with what is experienceddaghe
company. Moreover, TRANSPETRQ’s actions are atignp to point with the suggested response actions.
Particularly the automated versioning system, esg@ds the risk analysis as a high impact actiorgreatly
advanced in the Sao Paulo reginal.

6.  Acknowledgement
The authors would like to acknowledge the contidyuto this article of the following people:

Head of Engineering - Eng. Mauricio Torres Penido;
Head of Automation — Eng. Humberto Martinelli Neto;
The maintenance industrial automation personndRANSPETRO/SP;
The engineering industrial automation personneRANSPETRO/SP.

NP



Jorisco

7.

PSAM P ABRISCO
p congresso 2015

References

[1] ALLEN, Larry W. et al. Version control systenorf geographically distributed software development.
U.S. Patent n. 5,675,802, 7 out. 1997.

[2] ESTLER, H.-C. et al. Agile vs. structured distrted software development: A case study. In: &lob
Software Engineering (ICGSE), 2012 IEEE Seventarhmtional Conference on. IEEE, 2012. p. 11-20.

[3] DE ALWIS, Brian; SILLITO, Jonathan. Why are $whre projects moving from centralized to
decentralized version control systems?. In: Codiperand Human Aspects on Software Engineering9200
CHASE'09. ICSE Workshop on. IEEE, 2009. p. 36-39.

[4] BERLINER, Brian et al. CVS IlI. Parallelizing fvare development. In: Proceedings of the USENIX
Winter 1990 Technical Conference. 1990. p. 352.

[5] AMBRIOLA, Vincenzo; BENDIX, Lars; CIANCARINI, Rwolo. The evolution of configuration
management and version control. Software Engingdaurnal, v. 5, n. 6, p. 303-310, 1990.

[6] CARMEL, Erran; AGARWAL, Ritu. Tactical approaeh for alleviating distance in global software
development. Software, IEEE, v. 18, n. 2, p. 2222@1.

[7] FEDERICO, Heitor H.; TORCI, Douglas E.; MODICAposé E.; SILVA, Rodrigo R. Decentralized
software version control applied to industrial anédion — Rio Automacédo 2015, 2015 - IBP



