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Building Risk Intelligence

Thabata Maciel, Cynthia Spitzenberger, Brian Bain
DNV GL

DATA TO INTELLIGENCE HIERARCHY

Data is only of value to a business if it can be used to inform a decision. To achieve this the data must
be presented in a way in which enables the creation of intelligence within the individual or organisation making
that decision. The path from data to intelligence is known as the “Data-Information-Knowledge-Intelligence”
hierarchy, and was first proposed as a structured model by Russel Ackoff, in 1989 [1]. A key stage in this
process is how the data is presented in a structured way, i.e. as information. This is true for many technical
and commercial activities including safety risk management. This paper demonstrates how risk data can be
presented in ways which builds risk intelligence more effectively than can be achieved by using a traditional
reporting format.

The word “intelligence” comes from the latin “intelligere”, and was formed by the combination of the
words “inta” and “legere”. The former is a readily recognizable prefix in many modern languages, and means
“between”. The latter, however, is not so straightforward, as it can translate to “read” or to “choose”, but was
also commonly used in ancient Greek to refer to the wooden sticks used to align writings in stones. From the
combination of these two words, it can be seen that “intelligence” infers the ability to read between the lines.

Reading what is not written, or understanding the meaning behind information, is a core human trait.
As we develop as a species, its importance becomes more and more prominent, to the point of becoming a
globally acknowledged asset in today’s businesses. The volume of data is increasing exponentially, but real
value can only be found in the ability to refine it into intelligence.

According to Ackoff’s model, data, in its natural form, is of no use, since it is merely the product of
observations, such as numbers, signals, etc. Information, on the other hand, is recognizing the data as a measure
of something. A number can be the representation of a date, age, or even a binary code, and putting it into
context promotes it to the level of Information. The third level is Knowledge, the collection and interpretation
of information.

Collation of information allows interpretation of how different parts relate to each other, and to draw
conclusions for “how”-type questions. Recognizing that the planet is getting warmer, for instance, requires the
combination of multiple pieces of information from different parts of the globe, and over a period of time, in
order to acquire sufficient experience and correctly interpret it; the definition of knowledge. Finally,
intelligence is the final layer of the hierarchy and requires the highest level of cognitive skills. It represents the
extrapolative process of applying knowledge to solve current and future problems. By means of adaptations
and analogies, intelligence builds on knowledge to allow better decision making.
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Figure 1 — Pyramid of the Data-Information-Knowledge-Intelligence hierarchy
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From “Data” (discrete elements), “Information” (linked elements), “Knowledge” (interpreted
information), and “Intelligence”, (the ability to apply knowledge), the hierarchy can be represented as a
pyramid (Figure 1). Starting at the base, this format represents the abundancy of data we have access to, and
how, as we refine it, it becomes more condensed. Information comes from a large amount of Data; similarly,
Knowledge is distilled from the Information gathered, and Intelligence is based on a substantial amount of
Knowledge. Within this structure, there is no point in hoarding data just for the sake of it; what matters is the
refinement process to develop intelligence. Nevertheless, Data forms the foundation.

TRADITIONAL RISK REPORTING

The traditional approach to disseminate technical information has served the scientific and engineering
communities well for centuries. It is the reason why humans have advanced so rapidly since the middle ages.
Discoveries and technical advances were communicated to others working in the same field in other parts of
the world so that each generation could stand on the shoulders of previous giants, see further, and take the next
step forward. With each generation, the intelligence associated with a given scientific/technical area grew.

Nowadays, the approach for risk assessment of industrial facilities has evolved in such a way to produce
very detailed results. These results form the input to the decision making process, and therefore, in this context,
they can be viewed as Data. It has evolved into a complicated process that can take weeks or months to be
concluded. Traditional reports for risk studies of large facilities can reach 500 pages or more, depending on
the documentation requirements. Communication of risk results usually involves providing the reader with the
most important conclusions of the analysis. A static report, however, cannot possibly provide the full set of
data and information, as it would be far too large and difficult to digest.

Requirements to preserve detailed inputs, calculations and outputs from risk assessments are
understandable, given that this data is meant to be retained for possible future reference. However, risk
calculation techniques have evolved disproportionately compared to the way results are reported. Very robust
risk models are being developed each day, and it has become impractical to document every intermediate
calculation and end result in a traditional reporting format (Figure 2).
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Figure 2 — Traditional Risk Reporting Process and Generation of Unexplored Outputs
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The traditional approach has limitations. It takes time to write the report, technical paper or news item,
and even more time to have it printed and distributed. Advances in communication and the ability to transmit
data electronically sped up this process. The advent of the digital age and the ability to send data globally, to
multiple destinations effectively and instantly, have increased the speed of development.

Consequently, the amount of data available is now increasing at an exponential rate. Each year the total
amount of data on the planet grows by 40% [2]. It is created relentlessly by everyone who uses a computer or
takes a digital photograph. But data on its own is of no value unless it can be put to use, i.e. unless it can
generate intelligence that can be used in decision making.

With so much data available, it is difficult for an organisation to isolate and absorb what is relevant to
their problems and transform it through the data-information-knowledge-intelligence path. A detailed risk
assessment can aggregate thousands of simulations, producing several gigabytes of data for a single
installation. Presenting these in a raw format would take a user too long to assimilate and extract intelligence.
This is particularly the case if the people responsible for making the decision are not themselves risk analysis
practitioners. The challenge is to transform the numbers into a more easily digestible form.

Risk analysts are tasked with understanding and interpreting this data, i.e. converting it into information.
The conclusions drawn from analysing and comparing the results lead to the creation of knowledge within the
author’s mind which hopes to transfer to the reader by means of the report. However, even when the reader
has acquired this knowledge, using it to inform decision making — mitigate the frequency and/or consequences
of accidents — requires a further, and most critical step. It requires foresight, and the ability to solve future
problems based on current knowledge; it requires building intelligence.

Additionally, risk results are not normally the only input necessary to making a decision. Other aspects
need to be considered, and each of these require data to be converted to information to build a strand of
knowledge. Multidisciplinary strands need to be combined to reach a balanced decision. In this context, the
reader of a risk report must combine the knowledge they gain with other areas, such as financial implications
and production targets to effectively manage industrial facilities (Figure 3).

Intelligence

Knowledge

Information

Data

SAFETY FINANCIAL PRODUCTION
ASSESSMENT ASSESSMENT REQUIREMENTS

Figure 3 — Multidisciplinary Aspects Necessary to Build a Complete Data-to-Intelligence Hierarchy

CONVEYING DATA AS INFORMATION

Usually risk results are presented in a summary form — in tables, charts and graphs representing the
magnitude of risk; information that might be very difficult for non-specialists to understand. Presenting results
this way has clear limitations in communicating the risk picture to the various stakeholders. When a single
static report is intended for both low and high-end consumption, it will either lack the detail technical
specialists are looking for, or make it difficult to obtain an overview. There is a balance to be maintained: to
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provide detail for future questions and summarized findings to answer immediate issues.

Risk analysts need to provide a mechanism for this process and it may not be easy if one does not
understand what intelligence decision makers are seeking: “Does the reader only want a high level summary
or requires the underlying detail?”” and “Which aspects of the report are most important?” are critical questions
that analysts need to address. Decision makers may have only a limited amount of time to assess information
and build intelligence, so it must be conveyed in a way for quick absorption. The solution to the dilemma lies
not only in providing data, but also a mechanism for the user to isolate the information they are looking for
and have it presented in a convenient form.

The traditional layout of a report has a lot of inertia, i.e. the scientific/engineering community has come
to expect information to be communicated in this way. Even when the community no longer expects the report
to be delivered as printed hard copies, it is still expected that the electronic version conforms to the traditional
format. Reviewers like the familiarity of the data and commentary being presented in a series of pages that
flow linearly. Hyperlinks that allow the reader to jump quickly between related sections is a step forward, but
the tendency to present information in pages may be a self-imposed restriction that slows down the process of
the reader transforming the data into intelligence.

Now that the constriction of producing the report in a set format has been removed, it opens up a range
of possibilities to present data in a way which allows the recipient to develop intelligence faster and more
effectively. For that purpose, some important traits should be aimed for, listed in Figure 4.

Complete every item of data in the collection should be presented down to the smallest indivisible part
Searchable the recipient must to be able to quickly find the piece of information needed
Structured the data should be laid out in a logical manner
AVL{=-EI=oll  collections of related data should group together with sub-totals, averages, etc

Com pact the physical size should be manageable

\EELal-4iflN  the context should be clear and non ambiguous

al(=lg=5dlaf:88  presented in a way that holds the recipients attention

J=aeilallgl:d  information is easier to acquire if the experience is enjoyable
Figure 4 — Goals for Presenting Information

Some of these objectives are in apparent conflict with each other, such as Complete and Compact,
Complete and Aggregated, Complete and Interesting. This is the dilemma: having a large amount of data
available but presenting it in a summarised and interesting way. The solution is to lay-out the data in bulk and
provide the recipient with a number of tools that allow them to interrogate and summarise it in a way which
suits their needs. It is unlikely that most users will view the bulk data. This would be uninteresting and not
provide them with information in a short timescale that can be utilised. Instead, tools can be used to select and
aggregate data into a more meaningful form which can be digested and then build knowledge.

The optimum way to present the information may depend on the receiver; the information that a risk
analyst, a board member, an on-site worker or a regulator need will be different (Figure 5). If the analysis is
presented in a report, a choice is made on who the target audience is. However, digitalisation helps satisfy a
wider range, if not all parties. The goal is to present the data, or to allow the user to easily extract the data, in
a way that enables them to become more informed in their area of interest. Too much information means that
they will take longer to acquire knowledge and develop intelligence. Too little information means that they
may not have enough to answer their questions or, worse, they draw the wrong conclusions.
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Figure 5 — Alternative Views of the Data for Different Readers

Fay A Information

Information can be presented in various formats to reflect the underlying data. Time spent transforming
the data into a more readily understandable format may be repaid by the target audience acquiring knowledge
from it faster. We can envisage a hierarchy as follows:

Plain text
Graphs
Tables elements typically found in printed reports
[llustrations
Diagrams

Interactive Graphics selection of sub-sets of data, and the ability to “drill-down” to examine specific scenarios

computational rendering of a structure or piece of equipment in which the view point and
direction of view can be changed

3D models

Graphs superimposed
to images

- . moving images do illustrate changes as one parameters (typically time) changes - may be
Animations combined with 3D representation

Multimedia combining video and audio and adding the opportunity to interact; presents the information
in an entertaining way that holds the audience’s attention
Virtual reality 360 degree interactive experience to view consequence images from different viewpoints
R(=_'El|i|:\;r Being present at an actual incident or experiment, and to experience the physical effects

Figure 6 — Hierarchy of Data Understanding by Presentation Format

combining graphical data with diagrams or 3D models to provide more direct context

Increasing speed and quality of knowledge acquisition

TECHNIQUES TO ENHANCE RISK COMMUNICATION

DNV GL has explored different options for how to best unlock the information contained within a risk
assessment. The goal is to provide access to all the low-level data that may be needed to answer a potential
future question, but also provide summaries across the data for higher-level consumption and to demonstrate
trends or key implications of the analysis.

Many new tools regarding data analytics are available, such as Microsoft Power BI, Tableau, TIBCP
Spotfire and many others. The goal of these products is to provide connections to and analytics across a variety
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of data sets. Each provide reports and dashboards that are compiled from the background data to assist the user
or viewer in understanding the data relationships and trends. DNV GL has applied Microsoft Power BI to risk
assessment datasets to assist with communication of the results. The following examples are a demonstration
of this capability on a generic imaginary facility.

The risk assessment datasets contain the lowest level of risk outputs from the risk model — these datasets
may extend to thousands or millions of records, depending on the facility size. Figure 7 presents a sample of a
raw risk assessment dataset. Normally this data would be summarised and presented in a more digestible form
as in Table 1. Although Table 1 gives the breakdown of risk contribution by scenario, the reader would not be
able to determine the potential contribution by weather, or wind direction or outcome type, that is contained
within the raw data, in Figure 7.

Outcome

Outcome Fatality Category . im Weather Time

Fun Row Name  Model Name =55 :;’:;uenci Probabliy | M1** Bublding PopCategory CategoryM i Wenther Name e, Dutcome Cade String o Time [s]
ISHPopaneL | TS ZAIE-06 1 Fopulutien Gl | ODutdoor “Oprrntor ZBIEOT|  TOSEN)|  ZADE-07| Dng WentheesiD Sais 0253978 00
S Propane-l | 1345 TAIED6 1 Poplntion Grid | Outdoor “Cperstol BASEDS TNEN|  BATE-DS Dy WasthariD Sads 3755635 00
ISHPropenel | 1ME ZAIE06 1 Population Ord | "Dutdosr “Opeisnol 1304 I26E0 LHIE-04 | Dy W g 5625 7875 00
15+-Propane-L War ZAIE-O6 1 Populnten Grd  "Outdoor Op-erntor $.37E-06 LHE-N $ITE-04 Ouy We 540 Sl TATE - 0028 00
EhPropanel | 1343 243061 Populstion Orid | "Outdost Pl 6.27E05 USEEAD|  6.2TE-0S Doy WesthersiD Sais AT MBS 00
ISHPrspanel | S0 ZAIE-06 1 Populatien Grd | "Dutdosr Pubhe IIEE02|  BIME08|  AIE02 Dey Westher:AD Sai W65 WATS 0.0
EHPropanel | B8 TAIE06 1 Population Grid | Indesd Publ EHED  SEEGT|  SASED Tuy WestheriD S %875 TS (3
ISHPropanel | 151 ZAIE06 1 Population Ord | "Dutdoor Puble IZPE01]  SDMEDT|  SAME-D Doy Westher, s %875 13125 00
1EhFropanel | 1952 ZASE-06 1 Fopuntien Grd | Outdoor Fubbd TOSE-00| 2606  264E+00 Dy Wenther:AD Sad WIAE- 29TE 00
BtPropanel | 1952 ZAIED6 1 Poplntion Grid | Indosr Pl AS3E-00|  3ITE06|  264E~00 Doy Westher:\D Sai 18125 71375 00
IEhPropanel | 151 2436061 Populstion Gid | "Dutdosr Pube SASE01 L6RE-06 LHE 01 Dty W Seif TS 2625 00
151H-Fropane-L "3 TANE-08 1 Fopulnnon Grd  Indosr Pubbs T3E-0 183€-06 LME 01 Doy W il TS - 2382% 00
BhPropanel | 1353 2430861 ‘it Buildieg SatiChenic| Opristor L00E-01  243€-05 TUE01 Doy W ¢ T 23625 00
IEhPropanel | 1954 2456061 Popuuten Gid | Indosd Puible LI2E08 320 LOTE- 01| Doty Weathae 40 Sads 26,25 - 25075 0.0
E-Propne-l | 1954 TAIE-06 1 Populstion Grid | Dutdoor’ Publs IE-O1 EMEOT LIE= 01 Doy WastharsAD S’ EWEE - TETE o0
ISHPropenel | 1954 ZAIE06 1 “Oncins’ "Buildierg Se1Chemac| Opaistor L00E.01  243€-05 LOIE- 01 Diny Weather 4D Sl 23635 25875 00
EHPopaneL | PSS ZAIE-08 1 Fopulution Grd | Dutdoar Fubhd TOMEGS|  ATSE08|  1LOOE.01 Dy WenthersiD Sais 5875 - 20125 00
IEHPropenel s TAEDE 1 ‘Onsite’ “Buildrg SetiChemic! ‘Opaistor LOOE-21 A0S 100E= 01 Doy Westher:\D Sl TS 22T o0
BiPropanel | 1956 TAIED6 1 = Building SetiChenic| LOOE+G1  ZA%E-05|  LDOEsD1 Doy WesthariD Said 125 H09TS [
ISHPropenel | 1962 B.TUE-0B| 0463 "Buildierg Se1VChenic| 463E-00|  ADSE-DT|  L3%E-01 Doy We 5 3875 - 125 wa
EFropanel | 1962 B.74E-08| 0.463 Buildng SetiChesici SITE00|  SWEDT|  138E-01 Duy WeshersAD Sad HATE- 2T e
S Propeneil | 1364 BE6E-0B| 0463 “Buildireg Set\Chemic| A5IE-00|  BMEOT|  133E+0 Doy WesthersiD Satd JATE- 1025 261
ISHPspenel | 164 B56E-08| 0.463 Buildeng SeniChenie| IIEE00|  THEOT|  1LIE.01 Dy Wenthers\D Sais J8TS - 125 261
15+-Propane-L 1366 BIBE-O8 046D Bustdeng SettChemic: Munt 463800 1ne-07 1ISE+ 01 Dug WanthersiD Sade HATE- 128 Continmous rebense No rainos, & R

Figure 7 — Raw Risk Assessment Dataset Extract (Example data only)

Table 1 — Summarized Risk Result (Example data only)

Societal Risk Risk Integral | Risk Integral Average
Ranking Results (fyr) (%) Outcome
IS5-Pentane-L 1.14E-02 34.16 5.98E+01
IS5-Pentane-R 9.03E-03 27.16 9.50E+01
1S4-Butane-L 2.18E-03 6.56 1.15E+01
IS4-Butane-R 2.15E-03 6.47 2.26E+01
IS1-Propane-R 2.08E-03 6.26 2.16E+01
IS1-Propane-L 1.33E-03 3.99 2.50E+00
IS2-Propane-L 1.17E-03 3.51 2.20E+00
IS3-Propane-L 1.11E-03 3.33 2.08E+00
IS2-Propane-R 1.01E-03 3.03 1.04E+01
IS3-Propane-R 7.54E-04 2.27 7.81E+00
1S4-Butane-M 2.14E-04 0.64 5.64E-01
IS5-Pentane-M 1.85E-04 0.56 1.95E-01
1S3-Propane-M 1.64E-04 0.49 2.66E-01
TF1b-Hexane-R 1.14E-04 0.34 2.86E+00
TF2-Octane-M 1.07E-04 0.32 1.33E-01
1S4-Butane-S 8.24E-05 0.25 2.17E-02
TF1la-Hexane-R 7.32E-05 0.22 1.83E+00
IS5-Pentane-S 6.35E-05 0.19 3.34E-02
All Other Scenarios 8.19E-05 0.25 -

TOTAL 3.32E-02 100.00

Interactive Tables and Graphs

With tools like Power BI, the entire dataset is connected to a set of dashboards (designed and created by
the risk professional). The resulting dashboard display of the dataset provides interactive filters and summary
graphics, as in Figure 8. Many options are available for presenting the information; multiple configurations
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may be created and connected to the various data elements. As shown in the example, the relation of the risk
result (PLL — potential loss of life) to the scenario, leak size, and impacted population are presented.

The data may be filtered by any of the fields within the dataset and made available for the user to adjust
on demand. Based on the filter selection, the graphics’ display updates. This approach allows access to the
entire dataset but still in a summarized form, and completely controllable by the user. The graphics are also
interactive in that by hovering over an element, the interface presents further information to assist the user in
understanding it, as shown in Figure 9.

This approach allows any user access to the lowest element of the risk results and also in a summarized
form; but the user should still understand the implications of these results and what they mean. It is
advantageous for the user to have a foundation of knowledge of what the risk elements are — societal risk and
individual risk, for example prior to viewing the information.

PLL (/vy} by Population Catego

PLL (/y) by Scenario and Leak Size
Select A Leak Siz

L L [ [
Select Leak Size
Select A -
o
Populatio Admin @Maint @ Openator »
Risk Acceptance Criteria - PLL Overview of Key Metrics
Scanaric L R 3 Total
359346003

2.28706-003 hscctacl < )
2004 3.4967E-002
S ABTOIE-003

21T14E-002

93223E-006 Count of Scenasics

3 5.1234E-006

7.5263£-005 34967E-002 1 2

1I526E-004

2.0219E-005

123516004

3 2.27426-005

Total 1.8044E-002 7.30826-004 1.6038E-002 1.5358E-004  3.4967TE-002

Figure 8 — Dashboard of Risk Assessment Dataset (Example only)

) by Scenaro, Leak Size and Hazard Outcome

Hazard Qutcome Fireball @ Flash fire @Flash fire & Ex... @ Flash fire 8 Ex... Fiash fire & P.. @ Jetfire @ )et fire & Pocl.. @ Residual Pool
1.D00E-002
IS5 L
Flash fire B Pool fire
7.1466E-003
5.000E-003
_____ I l I_ "m_u_k = A N
s L MRS MABEMBEBEMZEMHER
.E_ 152 53 54 IS5 156 57 TFla TFlb | TFlc TF2

Figure 9 — Interactive Display Example
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Figure 10 presents an example PLL result by impact to population groups. In Figure 10A, it is shown
that public populations are the dominant group exposed to accidental scenarios. A user may want to understand
which events are causing this impact and, by selecting the Medium (M) and Small (S) leak sizes from the filter
set on the left, the graphics immediately update (Figure 10B). The exposure to the public population groups
from these more frequent yet localized hazards is minimal compared to the exposure of the onsite population
groups. So, it can be concluded that it is the large and rupture releases that impact the public. In this example
case, there are large public populations close to the facility, and these can be affected by events large enough
to impact beyond the facility perimeter.

PLL (/y) by Hazard Outcome and Population Categ Jy) by Ig £QON A
Hazard Outcome Firsball @ Fash fire @Fuch fre & Ec. @ Flch fre & Ex Fashfre S 7. @Jerfire et fire & Pocl. @ Retldual Poo

De
..... ‘
T—
PLL {y) by Hazard Outcome
Hazard Outome Ouzcame Fraguency [yl Hazard Outcome
Select Hazard Outcome it firg 15 TIE-OH
ath fire &
All 0
ah firg
reball

Jux fire & Pool Fire

Fagh fire & Pool fire
Flath fire & Explotion & Poal e 2
asidus! Poo Fire 1715004 | 111305004 i e @ et a

Total 8746003 3A967E-002 R @ Rasicius! Poct Fire

ion Categos PLL (/y) by Hazard Outcome and Population Categon PLL (/) by Ignition Categon, B
me  @Fach fie @Flh fire & Expl_ @Flah fire & Expl Flash fire & Pool.  @erfire @t fire & Poci Fi. @ Residual ook Fire

Hazarg Quicome

Jarfire

Flagh fire & Expiotion

Jut firw & Pool Fire

Rasidual ool Fire
Flazh firw & Pool fire

Flagh fire & Explosion & Podl Fire

Total 4.30E-003  B.8440E-004

Figure 10 — Example Dashboard of PLL by Hazard Outcome A) no filters applied — summary of all risk data
B) filter applied to leak size of M (medium) and S (small)
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Obviously quantitative risk studies produce a large amount of data for consumption. However,
qualitative risk studies — such as process hazard analyses (PHAs), HAZIDs or HAZOPs — can also produce a
large amount of information, with many pages of logs from the review sessions. Similar types of dashboards
can be created to summarize the log sheets and actions, see Figure 11. These allow quick filtering of the

scenarios, safeguards, and/or recommendations — which can be very useful for large PHA studies.

Classification of effects A
Risk *M @NT eT
2 28 8
23 23 13
2 21 N 67.80%
) ) 1 [ [inass |
M
Scenarios risk classification = m
Risk *M @NT eT
80 209 60% 80% 10053
71
Scenarios by Risk / Severity / Fre
Severity 2 Light injuries @3 Medium @4 Critical @5 Catastrophical
50 2.78%
41 20.83%
&4 25%
29
n
8 9 5 = 10
&
a .-l m W .
— L
S ? 51.39%
System
System  Scenario  Hazard =
All W =
2 77 Release of oil and pressurized hydrocarbon gas (from the FPSO inlet in the
riser's SOV up to the production manifold outhet) 5 1
2 7 ¢ of oil and pressurized hydrocarbon gas (from the FPSO inlet in the
+'s SOV up to the producticn manifold outhet)
2 9 Release of oil and pressurized hydrocarbon gas (from the FPSO inlet in the
L B G 2 = riser's SOV up to the production manifold outhet)
8 Release of oil and p zed gas from the water surface up to SOV [emerged
section) - production’s d riger
2 80 Release of oil and pressurized hydrocarbon gas (from the FPSO inlet in the
riser's SDV up to the production manifold outlet)
I 1l i v v 2 8 Oill and pressurized hydrocarbon gas release [from the production manifold v M NT T

outhet up to ingh

{ the free water separator vessel including the HP separator)

Recommendations

# Recommendation No. of Scenarios A
o : o - T All 14

R44 Include in GTD a requirement for biocide injection in cargo tanks, in order to guarantee the homogeneity in 4

all volume of tanks. r = 2 -1
R4S Include containment for the coflexip fixating berth (special permanent support - item 2.6.1). 4
RS Include in the GTD pressure monitoring of the service line and provision of means to depressurize the 4 Canaiiee

service line (gas and oil/gas).
R7 Review the GTD to consider the shut-in maximum pressure of 345 bar, 4 ot
RE Include the 1S0-21457 and ASME B31.3 at GTD as standards to be met for material specification. 4 Define
R9 Include in GTD an erosion probe installation requirement and evaluate the best place for installation in the Develop

arrival line. ' Eraka |
R46 Require in GTD a noise and vibration study including the living quarter. 2
R47 Require an ergonomics study refering to the report OGP 454:2011 2 e
R48 Include a requirement in GTD and/or in the chartered contract of radiclogical protection plan. 2 Require
R49 Evaluate level measuring alternatives in the depurator and coalesce that are not radioactive, 2 Review
RS0 Consult operators that use radicactive level measurings for better understanding of associated risks. 2 Specity
RS1 Consider in the dropped objects study the possibility of impact in the radicactive level gauge (ex: in 2% Veriy

depurator and coalescer). L . 4

Figure 11 — Example Dashboard of HAZOP A) Risk Matrix Overview B) Recommendation Overview
(Example Only)
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Location-Specific Results and 3D Models

Another common aspect of onshore risk analysis is the display of location specific individual risk
contours. The risk contours are often presented over a static 2D aerial image. Displays of the risk contours
over interactive maps facilitates the user to zoom in and around the particular locations of interest, and also
filter display of contours, population outlines, etc. (Figure 12). Additional features such as “bird views” that
give a clearer 3D aspect to the view of the contours can also be useful, as shown in Figure 13.

The interactive tables and graphs are a step forward in providing the user with the ability to interrogate
the results. However, connecting the data to the location or physical area provides even greater understanding.
An example is given in Figure 14 for an example offshore facility, where the leak frequency data has been
connected to an interactive 3D model of the facility. Power BI dashboards are still used to present the
summarized data, but the dashboards are also connected to the 3D display. Filter selections in the dashboard
are reflected in the offshore model display. These graphical displays allow stronger connections to be made
between risk elements and their geometrical or location relationship.

Figure 13 — Example Individual Risk Contour Overlaid onto Aerial Map with Bird View
Sensitivity Capabilities

Once a risk analysis has been performed, there is usually a requirement to change some of the inputs to
understand the resulting change in the risk picture. Often conditions change from the original study case and
inputs need to be updated, but the user wants to understand the difference from the original case. Digitalization
allows sensitivity studies to be viewed directly. Results can be selected and compared directly, as shown in
Figure 15. Visual comparisons across the sensitivity cases facilitate the user to form associations between
input alterations and the risk picture, fostering their greater understanding.
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Figure 14 — Example Dashboard of Leak Frequency by Offshore Area Connected to 3D Model
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Figure 15 — Example Dashboard of Sensitivity Comparison
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Animations

Process safety risk analyses evaluate the consequences posed by a range of hazards materialising. Often
these are reported as tables of hazard zone distances, or as 2D plots of the hazard. Animations of the
consequence provide greater context for visualizing the potential impact of the fire hazard. Figure 16 presents
two images from an example animation of a 3D fire representation at different time steps.

Figure 16 — Animated Simulation of Fire at different Time Steps

CONCLUSIONS AND FUTURE STEPS

The question posed in this paper is whether or not the technology now available can aid the oil and gas
industry in developing its risk intelligence. There is a three stage process; data to information, information to
knowledge and knowledge to intelligence. The assimilation of knowledge and combining it to produce
intelligence are within the realm of the reader rather than the technology domain. However, the risk analyst
can aim to provide the information in a form which meets the goals outlined in this paper (Figure 4). This is
where modern computational tools can assist, i.e. in the transformation of data into information.

A number of methods are presented which show how it is no longer necessary to compromise between
the information being complete and detailed versus it being compact and easy to digest. Various approaches
can be employed in presenting the data in context and allowing it to be interrogated to yield specific
information that is of interest to a particular reader. The audience can customise the view of the data to each
of their own requirements and perspective. They no longer need to specify the structure and content in advance.
This is a means to an end; well presented information allows the audience to construct their knowledge more
quickly and completely. From this they can build intelligence and ultimately make more effective decisions.
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