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1. INTRODUCTION

Human behavior and performance have become a major concern in almost every economic activity
these days. Today's notion, of human factors as one of the main causes of accidents, is being confirmed by
studies in areas such as aviation [1], chemical industry [2], nuclear power generation_[3] and water supply [4],
among others, turning what was intuitive into a scientific "de facto".

The above-mentioned studies show how important is the predictability of human performance levels
and error probabilities in socio-technical systems. However, the scarcity of available data has been an obstacle
as many authors attest [5]-[7]. As it can be observed, the lack of human error data continues to be an
undesirable presence in the Human Reliability Assessment (HRA) field. This work is motivated by two well-
known facts: the lack of good datasets for the HRA estimations, and the shortage of funding for scientific
research that generates smaller teams with greater concentration on the end activities leaving few seats to bring
in researchers from outside the main area of study.

In this context, recent works bring exciting examples of a possible workaround for this apparently
everlasting problem. For example, Refs. [8], [9] present digitally created virtual environments to simulate an
evacuation scenario with the resulting data being used to successfully feed a Bayesian Network. Then, the
resulting data is used to calculate the conditional probabilities and the likelihood of success for the tasks in
study under some predefined circumstances. Another experiment [10] uses driving simulator to study
sleepiness at the steering wheel showing also good prospect in the use of a digital double to avoid risky
situations as also happens in [11].

Therefore, it is evident the relevance of researching alternatives for systematic data collection beyond
traditional post-training assessments, and research or accident reports [12]. Then, the present work proposes
to discuss the use of Game Engines (GE) in the construction of virtual environments for Human Reliability
Assessment (HRA) studies.

2. QUICK THEORETICAL PARENTHESIS: WHAT IS A GAME ENGINE (GE)?

Game engines consists in a set of game design tools grouped into a unique computational environment.;
Roughly speaking, GE could be compared to text editors, where all the necessary tools are implemented in the
software environment, e.g., printing modules, spelling and formatting. In game engines, in an analogous way,
the tools needed from the conception to the final output of an application are implemented and are project-
independent.

The various embedded features allow the creation of electronic games, simulations, or any application
that requires real-time graphics, simulations and user interaction. The newer GE have layers of hardware
abstraction that allow you to create, on a single platform, applications for all other devices. For example, you
create on computer desktop games that will run on consoles, mobile platforms like phones and tablets, and on
multiple operating systems. The most common features found in modern engines are [13], [14]:

« Graphic engine to generate two-dimensional, three-dimensional and stereoscopic graphics;
»  Physics engine for simulations;

» Atrtificial intelligence (Al) engine for character behaviors;

* Interface for programming languages and script like C ++, C#, JavaScript and others;

e Multi-player network management;

» Virtualizers to simulate the various delivery platforms for prototyping.
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From the solutions on the market (or about to be) the following GE are noteworthy:

e Unity Engine www.unity3d.com [15], which is one of the market leaders. It has C# and
JavaScript as native programming languages, and has one of the largest user bases on market.
However, it has some features missing on its free version;

e Cry Engine www.cryengine.com [16], which boasts one of the best graphic quality on the
market and is also an emerging marketing leader with full featured free version and a visual
programming language called Flow;

o Ogre www.ogre3d.org is free and open source, has good graphics quality, but has a complex
programming interface;

e The giant Amazon is launching Lumberyard aws.amazon.com/pt/lumberyard/ its own
proprietary engine for game creation. The applications generated are intended to be distributed
on amazon e-commerce platform, it is free and it is in beta phase at the time we write;

e Autodesk, another giant in computer graphics, has also its own engine called Stingray
www.autodesk.com/products/stingray/overview, which main features are unprecedent
interoperability with many products of its line, like 3ds Max, Maya and Revit. It has a free 3-
year license for students.

In the present article, we use the Unreal Game Engine www.unrealengine.com [17], which is free for
academic purposes, and if the generated application is sold, Epic Games charges a 5% royalty based on gross
revenue for the use of Unreal Engine 4, under the free license agreement, making it a very accessible solution
for a kickstart. The software has no working limitations and all versions are available for download at no
charge.

The Unreal, among the main features, has a visual programming interface called Blueprints, which
permits almost every aspect of the environment to be programmed and controlled without any written code.
This feature is especially useful in the perspective of small engineering research teams. This GE has a huge
user base and excellent interoperability with the major 3D software packages via FBX file pipeline. Figure 1
shows an example of the created scenarios inside the Unreal GE with an example of its corresponding Blueprint
script.

Figure 1 -Scenario overview in the Unreal Game Engine. The blueprint contains environment’s programmed behaviors for the
simulation. Source: the authors.

3. OBJECTIVES

The present work aims to explore how to create scenarios in a GE-based simulator so that they can be
used to feed a human reliability analysis. The following works bring very few, or no info at all, on this subject
[8], [18], [19]. At the best of authors’ knowledge, Ref [20] is the only one that is a bit clearer on the subject of
environment creation though it is not tailored for HRA.

In this way, the present work aims to use GE-based simulations for generating data that can be fed into
HRA models. The techniques here discussed are aimed mainly for small research teams. As the team
experience grows in building scenarios, the complexity of the implemented solutions can also be extended, but
our objective is to start with a simple scenario as literature recommends [21].

4, METHODOLOGY
In this paper, we propose a systematic approach for generating GE based simulator scenarios. For the
present work we assume that the data generated will feed a Bayesian Network (BN), but the network creation
itself is not within the scope of this work. The references in this work bring a large list of works addressing
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the subject of BN creation [7], [8], [22]-[24].

Our example consists of an adapted virtual environment based on a scenario described by the event
tree shown in Figure 2. In this scenario, as described by authors: “A small hole on the reformer tubes would
leak process gas into the radiation chamber of the reformer. The content of the process gas, especially the
hydrogen, may react with the oxygen still present at the combustion gases, which is a very exothermic reaction.
The heat produced would increase the temperature of the combustion gases, which, in turn, would heat even
more the feed going through the heat exchangers P-01 and P-02 and the combustion air going through P-03.
The temperature indicators TI1-362, TI1-361 and TI-388 would therefore indicate higher temperatures than
normal process temperatures, which would be visible to the operator, and the associated High Temperature
Alarms (HTA) would sound. ...The scenario established in this paper considers the failure of the automatic
trip of the reformer. The operator would have then to understand the cues and trip the reformer manually. It
also considers that the HTA of TI-361/362/388 will function....In case the operator does not trip the reformer,
the heat generated by the exothermic reactions could increase the temperature above the design temperature
of the reformer tubes. This would lead to a catastrophic rupture of the tubes, and a high amount of process
gas would rapidly leak into the radiation chamber, which would cause an explosion.” [28]
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Fig. 4. Event tree of the scenario
The possible outcomes for the scenario are:
S01: Crew notices HTA. relates it to the right canse and trips the reformer

TF01: Risk of explosion: erew notices HTA, relates it to the right cause but fails to trip the reformer
S02: Crew notices HTA, relates it to unbalanced combustion, trips the reformer

Figure 2: Event for a scenario that originated the virtual environment. Source: (RAMOS; DROGUETT; MOSLEH; 2016)

For doing such adaptations is proposed here a list of good practices for the proposed approach with a
brief description of each step when needed [21], [25], [26]. The final step, which is not conducted in the present
work, but it was kept here for sake of illustration of the complete suggested methodology. Then, the steps are:

e Scenario Definition — In this step, all the events to happen in the scenario are physically and
logically described with all branches of possible actions covered (Figure 3);

e Choice of the immersion style: will it be Virtual or Augmented Reality or a mix of both?

e Interactions metaphors definition: how does the subject interact in the scenario? — a realistic
decision must be made taking in consideration the capabilities of the team. Sometimes, a checkbox
with some options may replace complex sequences of animation with very few disadvantages;

e 3D models building, and/or CAD models conversion — Most of the design in the engineering
process today is done in 3D. Then, the possibilities of repurposing this already created geometry
are huge;

e It is important to have in mind that some adaptations and cleanup in the 3D meshes will be
necessary. There are good options of free 3D software like Blender www.blender.org and freeware
models to populate the simulation that can be used with minimal adaptations and imported into
game engines;

e Objects/Actors placement on scenario: After all the so-called assets are created, they must be
“physically” placed on the virtual environment. Parked cars, trees and other elements must be
positioned in the virtual environment;

¢ Intra-game programming of the working laws in the scenarios - Game engines have programming
languages to enable environment reactions, logic processing, simulations tuning and any kind of
customization needed;

e Event definition and work variables — What will happen as the user/player progresses through the
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simulation, how will the relevant data be stored? See Figure 3 and Table 1;

e Quantitative approach definition: what will method be used for HRA? In this article, we
considered the used scenario is part of an HRA performed by the Phoenix technique [27];

e Definition of the metrics to be collected during gameplay: In this step all data that will be generated
during the game session is defined, e.g. reaction times, actions taken and any other event that is of
interest for the study (Table 1);

e Database taxonomy definition: how will the database records be composed of, what will context
variables be stored or any other definition regarding data recording must be previously defined,;

e Game mechanics policy definition (how much will interference be applied, what will
simplifications be done (Figure 3)?). Sometimes some adaptations or some stimulus may be
applied intra virtual environment to achieve determined ends, e.g., will be any time constraints?
Will user results be visible to other users? Will some manipulations of components be simplified?
There will be a right or wrong feedback in real-time for the user? Should all these modifications
on how the environment relates to the user be defined in advance?

e Test Gameplay Sessions: Users will interact with the environment to generate data from their
actions inside the game;

e Post session debriefing for user impressions (recorded on video or audio only when possible): Is
good to listen to the users immediately after a simulated session to catch impressions and valuable
insights about what happened inside de virtual scenario. In this step, some flaws can be pointed
out permitting to improve the game logic, or to understand how the events where interpreted by
the user;

e Benchmark with prior works when possible: Compare with pre-existent data about the studied
events, if available.

The virtual environment was based in this adapted scenario to keep the study tractable. The plot defined
for the adapted virtual scenario was the crew manager being called to a seat in the control room, where various
overheat alarms are on. Then, the manager is asked to decide what to do in this situation via a set of menu
options. The environment provided a magnified version of the control monitor that appeared as the user
approached a delimited control area showing the plant schematics with alarms on. It’s a view very similar to
what the operator for the control console sees in the monitor.

In the scenario, all decisions taken by the user are logged, besides that the time spent reading the
magnified screen and if the magnification was activated or not. All these features were logged for conditional
probability calculation. The event of not shutting down the system on the 2’ timeframe will be considered a
fail, as also will be a wrong diagnosis at the final debriefing.

In this case, is assumed, as the main purpose, generate data for a BN estimate conditional probabilities
of correct scenario diagnostic and decision on tripping the system based on the use of the magnified screen
and also in the amount of time spent reading it. Yet, data will be gathered on how much time is spent on
reading the alarms screen in comparison with a predefined benchmarked time.

Variables states will be recorded as data flags for reading or not the magnified screen, and the
timecodes for activating/deactivating the screen will be saved. This setup will make possible to test conditional
probabilities of success on diagnostic and decision as in [8], and their relationship with:

e Human System Interface (HIS) represented by the magnified screen;
o time spent reading the alerts which will be assumed to represent attention PIF.

The event of activating the magnified screen is recorded automatically to a log file allowing the event
to be tracked. Yet, a timecode of triggering on and off the magnified info screen will be recorded. All the
adaptations and assumptions were summarized at a schematic infographic in Figure 3. The lack of action after
the 2 minutes timeframe was linked to severe consequences of the scenario, that would be the rupture of tubes,
with a large amount of gas leaking into radiation chamber leading to an explosion [28]. The 2 minutes time
limit was defined with no process dynamics in mind, just to give the scenario an acceptable time to finish.
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Figure 3: Adapted scenario with assumptions, unfoldings and defined outcomes. Source: authors.

It is necessary to pay special attention to the taxonomy of the database to be inputted so that the generated
data can be useful afterwards. There are plenty recommendations in works like [29] and [30], but mainly one
must care about characterizing the events variables and its possible states or values, and also taking care to
make the collected data compatible with the data base already available for the chosen event.

Table 1 brings a summarized overview of the used variables, which could be extended to store context
scenarios, such as amount lighting present in the virtual environment as in [8] and so on. The record for the
event will store all the states of the variables throughout the session permitting a description of the event and
context as clear as necessary for the study.

Variable Name .. Storing - Type .| Possible Values . Meaning :
SensorMoviment If the operator activates magnified screen binary 0,1 0 - didn’t activate, 1 - otherwise l
expiredTimer if no decision is taken in the 2" timeframe binary 0,1 0 - no decision on timeframe, 1 - otherwise
eventinterpret the operator interpretation of event binary 0,1 0 - small vessel hole, 1 - unbalanced combust.
timeCodeMin universal time on the scenario minutes integer 0,1,2 the minutes in descending order
timeCodeSec universal time on the scenario seconds integer 0....60 the seconds in descending order
timeCodeScreenOn  time stamp of magnified screen activation  integer 0..120 when the user begins to read the screen
timecodeScreenOff  time stamp of magnified screen deactivation integer 0...120 when the user ceases to read the screen
timeSpentReading  time reading compared to benchmarkd time binary 0,1 0 -shorter, 1 - longer

Table 1: Basic set of variables created for the recorded data on the scenario. Source: the authors.

The simulation was constructed partially inside the GE with the other part being modeled in Autodesk 3ds
Max [31], and then imported inside the GE via the FBX pipeline, which is an interchange format that maintains
much of the data like UVW mapping, textures and some animations.

Almost any 3D modeling, which can output meshes in fbx format, can be used to export assets to Unreal,
where they are called actors (Figure 4). After being imported into Unreal, the geometrical 3D meshes must be
configured for the basic physics behavior, like mass, friction and how it responds to collision.

T G
fi s NN EACT L RB-T EALR

Press “M" for actions Menu

' Figure 4 - The modelled scenario inside thD sware and after imported into Unreal - image by the author.

5. RESULTS AND FINAL IMPRESSIONS
After each session of the simulated virtual scenario, the game engine collects the gameplay
programmed variables sates and outputs them to log files, where these states are recorded. Figure 5
shows the Blueprint script implementation of a data gathering event, where the magnified screen
activation is recorded, besides the time spent reading it. In a similar way, the time to command a
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system shutdown, and the options of diagnosis done by the operator are also recorded.

In this proof-of-concept exercise, no dedicated analytics provider was used. Instead of that a
write to log file was adopted, which is a debugging tool commonly used for Unreal GE development.
If the amount of data grows or the scenario is distributed to multiple locations, a dedicated analytics
provider should be used. There is a plethora of solutions, some of them free like GameAnalytics, or
extremely low cost like Game DNA that links the generated data straight into Google Analytics.

Figure 5 — Blueprint Analytics script:1) logging the activation of magnified screen. 2) generation of the continuous timecode on
scenario. Timer variables recording, 3) Timecode of screen activation. 4) Timecode for screen deactivation, permitting to measure
the time spent reading it. Source: the authors.

After each session there will be a file with records of all the variables, if the system was shut
down on time or not, if the operator correctly diagnosed the event, if the magnified screen was active
and how much time it stayed on screen. Then, setting a Bayes Network is a matter of grouping the
events and consolidating the obtained data. Studies may be made checking the connection between
success in shutting down the system and the amount of time reading the console screen. In a similar
way, the precision on event diagnosis may be checked against the fact of reading the alarms on a
bigger screen with the event isolated from other alarms to verify interface design issues. The test left
a very positive impression, with the application generated by the GE being able to record logs of
specific events and output a file with the results as seen in Figure 6. The file format is easy to interpret
due to be an ASCII (.txt), which can be easily processed.

1| 0479536¢4420430520208c05830380ce-2017.10.04-12.25.44 analytics - Blaco de notas = o x
Arquive Editar Formatar Edbir Ajuda

L
ses : "d479536F4420439549208c9bBI03A0EE-2017.18.04-12,25.44",
"userTd” : "da79526f242d430539203¢9b830380e0",

"events” 3 [

{
“aventname™ : “timecodescreenon”
"attributes” : [
i
name” : “timeCodeScreenon”,
"value” : "20:96.96"

“name” : “sensormoviment”,
ryalue” @ 1T

1

“eventname™ : “timecodescreenoff”
"attributes” : [
{
"name” : "limecodeScreenaffT,
"value” : "00:12.38"
1
1

Figure 6: Log file generated with records of screen activation and timecodes for calculating reading time. Source: the authors.
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This GE tool is free for academic and research use, and the scenarios boast an impressive
visual quality and the programming interface is very intuitive and friendly even to non-coders. The
overall impression is very promising, and the application example shows that is quite feasible for a
team of engineers with some knowledge in 3D CAD to create a scenario to collect data, and then
output automatically collected analytics data for HRA studies using GE.

6. LIMITATIONS OF THE WORK

The assumptions in the digital scenario were defined a priori with no fine tuning. As in a qualitative
phase of an HRA the whole logic of the simulation must be scrutinized to ensure useful data in the end.

Better modeling and animated operators on the workstations would be a plus, but will leave the
scenario heavier to process. In a “real-world” situation, they will be mandatory to improve the sensation of
immersion for the users, keeping the distance virtual-real as shorter as possible.

The sessions were conducted only with research team members, not involving real operators due to
permissions issues. The actual building of the BN was considered out of scope in this paper since it’s been
widely addressed in prior works like [7], [8], [22]-[24], so it’s not presented here.

7. FUTURE WORKS

The technology is at a robust state, so testing it in a scenario with available database records
will be a much desirable task. Improving the overall graphic quality for the scenarios and animations
is also a goal. It’s also intended a test with an analytics provider, so data will be compiled, via web
connection, from multiple deployments of the same scenario in different locations with graphic
visualizations of data behavior being available.

This developments points out another point to be explored: custom tools to seamlessly
integrate generated/compiled data straight into BNs. The task may involve some higher programming
skills, but the rewards seem worth the challenge.
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